Recently, an increasing number of cyber-attacks in the medical field has resulted in great losses in the health care industry, since medical information plays an essential role in human health. To introduce a comprehensive survey about possible cyber-attacks and solutions for these attacks, our paper first presents a brief overview of the necessary background of the dataflow in the medical domain and then identifies the vulnerabilities in each stage of the dataflow. Then, according to the weaknesses identified in the medical system, a classification of cyber-attacks is presented. Additionally, the paper presents research on previous work that focuses on solving these cyber-attacks and identifies the strengths and limitations of the solutions for each attack. More importantly, for data storage assurance, our paper discusses several cybersecurity architectures for the medical domain from the existing literature. The countermeasures from previous papers and architectures that are still weak in terms of resource depletion, attack reduction, applicability, etc. are addressed. Finally, the paper discusses and recommends solutions for future work to decrease cyber-attacks in the medical field so that human health can be guaranteed.
I. INTRODUCTION
Currently, there are increased concerns regarding personal data breaches in the medical field. Boan News [1] reported in 2015 that the top two data breach concerns are in the finance and healthcare sectors, accounting for 49.45% and 28.41% of breaches, respectively. Finance is commonly a target for hackers because the records are filled with pecuniary exchanges. Security measures in the healthcare sector are receiving less attention than those in finance; however, medical data are much more important and sensitive.
Ambrose and Basu [2] express that cyber-attacks are the most frequent causes of medical data breaches. Medical institutions collect and preserve patient data on their systems in databases such as those on their websites, electronic medical recording (EMR) systems, order communication systems (OCS), and picture archiving and communication systems (PACS); thus, data security is closely linked to cybersecurity [3] - [7] . Also, if medical data are in danger, there are The associate editor coordinating the review of this manuscript and approving it for publication was Junaid Arshad .
detrimental consequences such as patient information leakage, patient misdiagnosis, and mistreatment. These consequences tend to seriously endanger the physical and mental health of patients. With the progress of living standards, demand for better medical systems increases. Yang et al. [8] proposed a design for a mobile smart medical system. The system focused on the applicability of mobile smart medical systems and analyzed potential attacks on the system. Hareland [9] designed a medical system considering the multi-lifecycle environment. It focused on medical equipment instead of web applications. By analyzing and expanding the lifetime of medical equipment, patients can receive improved medical healthcare. By following the trend of combining network techniques and medical systems, our paper focuses on cybersecurity and its impact on the medical domain.
Recently, this topic has come under heated discussion. Sun et al. [10] fully researched the medical process using emerging Internet-of-Things (IoT) technology and concluded that IoTs technology can reduce treatment time and improve treatment efficiency. However, the paper did not address the influence of medical equipment. Hareland et al. [11] proposed a supervisory exchange mechanism to keep the medical system stable and improve the safety level of the system. There are still many issues to discuss regarding cybersecurity in the medical domain.
To study cybersecurity and the medical domain, our paper focuses on the cybersecurity vulnerabilities and relevant protection techniques against these vulnerabilities. We also discuss several cybersecurity systems for the medical domain and classify them based on their type.
The rest of the paper is structured as follows. Section II presents contributions of the related reviews and surveys. Section III presents the research methodology. Section IV demonstrates an information flow in the medical domain. Section V defines four different kinds of cybersecurity vulnerabilities in the medical domain and gives a detailed explanation of these vulnerabilities, which can be easily attacked, negatively affecting the medical domain. Section VI presents the different types of attacks due to these vulnerabilities. Section VII presents medical architectures of cybersecurity. Section VIII provides a discussion of the above solutions, and the paper is concluded in section IX.
II. RELATED REVIEWS/SURVEYS, CONTRIBUTIONS
In this section, salient features of existing reviews/surveys are extensively discussed. The medical care has got global popularity over the last decade due to the involvement of IoTs and its heavy reliance on information technology. The cybersecurity of the Medical Care Information system (MCIS) is now a crucial component of reliable, safe and effective medical care delivery. The cybersecurity is one of the greatest threats for IoT-enabled medical devices. Jang-Jaccard and Nepal [143] presented the vulnerabilities in existing software, hardware and network layers. New attack patterns were discussed that affected the emerging technologies such as cloud computing, social media, critical infrastructure smartphone technology.
With advent of the latest technology in the medical domain, there is a great possibility of vulnerabilities and attacks on medical technology. An extensive survey of implantable medical devices including security, privacy risks, and patient safety was produced by Camara et al. [107] . Regarding healthcare technologies, a survey of the progress of IoT-enabled health technology was provided by Riazul Islam et al. [108] ; the review also discusses stateof-the-art network architectures, industry development, and privacy and security characteristics, including security requirements and threat models. Finally, an intelligent collaborative security framework was proposed to reduce security hazards. An interesting survey regarding devices based on wireless body area networks used in the medical field was presented by Al-Janabi et al. [109] . The survey focused on privacy and security requirements for those healthcare devices.
Malasri and Wang [110] presented a survey of healthcare implantable devices and discussed some attacks (eavesdrop and spoofing) on implantable devices. The methodical study of IoT for eHealth was discussed by Ida et al. [111] ; the study also discussed IoT healthcare security challenges. McMahon et al. [112] extensively discussed IoT-enabled medical devices. However, the survey attempted to detect the vulnerabilities of compromised medical devices only. Another good survey presented by Masdari and Ahmadzadeh [113] discussed the authentication taxonomy of the telecare medical system (TMS). Furthermore, the authentication approaches of TMS are compared, and limitations and advantages of TMS are highlighted.
Strielkina et al. [114] presented a case study regarding the vulnerabilities of healthcare IoT by using only the Markov model. However, few vulnerabilities were highlighted due to the limitations of the Markov model. A promising review of the medical service field is presented by Alzahrani et al. [115] . This review focused on the near-field communication required for healthcare applications. Furthermore, the attack categorization of near-field communication is provided.
Wu et al. [116] present a detailed survey on implantable medical devices, with an emphasis on access control approaches for avoiding unauthorized access. Another survey regarding cyber security challenges in healthcare was provided by Kruse et al. [117] . Jalali et al. [138] presented the bibliometric analysis of the literature on Health care and cybersecurity. This is one of the interesting reviews that highlight the publication-contribution percentage and research gap from the cybersecurity perspective.
The publications involved the non-technological variables, the business community, software development security and physical security. According to this survey, physical security requires more attention because many physical attacks lead to breaches and harm the safety of the patient. McDermott et al. [139] conducted survey to determine the potential threat classifications for protecting Electronic Health Record (HER) information. The threats were classified into five categories; portable devices, physical, technical, insider use and administrative. Coventry and Branley [140] discussed the cybersecurity breaches including ransomware attacks on hospitals and health information theft. Furthermore, attacks on entrenched medical devices were deliberated. Fernández-Alemán et al. [141] reported the systematic literature review result focusing on the security and privacy of EHR systems. Review further suggested to design the standards and the pronouncement of directives regarding security and privacy for EHR systems. Charlotte [142] presented the overview of IoT and possible cybersecurity threats in general.
After extensively studying these surveys, we determined that all the available surveys are of great importance. However, these surveys either focus on the security and privacy of implantable medical devices from an IoT perspective or authenticate the devices using specific models and case studies. In contrast, our state-of-the-art survey presents the flow of information in the medical domain and the main vulnerabilities of cybersecurity in the medical domain, with a particular focus on information storage and IoT connection. Furthermore, cyber security attacks regarding dataflow in the medical field are extensively discussed.
Dataflow attacks are characterized into four categories: information collection attacks, database attacks, website attacks and operation device attacks. Finally, the medical architecture of cybersecurity is classified and briefly discussed. The contributions of this paper are as follows:
Background information and the relationship between the medical field and cybersecurity is introduced to describe the basic information of the article. A dataflow model that is efficient for identifying attacks in the medical system is created for the medical domain.
A classification of cyber-attacks closely related to the medical field is given, and this classification contributes to the analysis of the advantages and limitations of cyber-attack solutions. A classification of medical cybersecurity architectures in different systems is given, and this classification can be used to address cybersecurity problems. The advantages and drawbacks of various architectures are analyzed with respect to the intelligence medical system, the personal electronic medical system, E-Health archives, the noninvasive ECG sensor system, the implantable imaging system, the comprehensive information system and the hospital information system. Furthermore, we provide reasonable explanations and methods for addressing these problems. A comparison of cybersecurity architecture capabilities, which can be helpful for recommending solutions, is presented. A brief and detailed conclusion that covers all parts of this survey is provided, and a comprehensive comparison and future expectations in the separate areas are discussed.
III. RESEARCH METHODOLOGY
To conduct this survey, an integrative review approach is used because the purpose is to criticize and synthesize the existing cybersecurity challenges, which affect the medical domain. For example, what types of vulnerabilities could affect the medical domain that leads to several cybersecurity attacks? What is the negative impact of those attacks on the human and physical IoT devices in the medical domain? What possible countermeasures and protection solutions should be considered to avoid such types of cyber-attacks? Because 41% medical companies have over 1000 sensitive and confidential files including credit/debit card numbers and medical records left undefended [133] and 70% medical industry claims that have been greatly affected due to several types of cyber-attacks. The healthcare industry faces the highest number of malicious attacks by the ransomware, which will be multiplied by 2020 [134] .
To address these questions, the qualitative analysis and evaluation approaches are applied for accumulating the more creative information. However, the search strategy is not purely systematic and the survey does not cover all blinded peer-reviewed scholarly articles ever published on this topic but focused on the year 2001-2019. The source of collection of the articles is highly transparent and to have been selected from the books, research articles, and other published online materials from the databases of CINAHL, PubMed (Medline), IEEE Digital Library, MetaPress, Science@Direct, Trip Database, ERIC, CORE, arXiv e-Print Archive, Directory of Open Access Journals (DOAJ), ProQuest, Semantic Scholar, Social Science Research Network (SSRN) regarding the cybersecurity issues correlated to software and hardware vulnerabilities, attacks, possible solutions and architectures from the medical domain perspective. The key terms used in the search criteria were based on cybersecurity, Dataflow, medical field, cyber-attacks, architectures, threats, and vulnerabilities.
The search produced samples of 143 articles. As each article was separated by the authors for significance to the goal. Seventy-Six articles were reviewed to determine the top vulnerabilities, attacks, and possible solutions.
As some of the interesting surveys attempt to partially answer to our review questions. However, the existing surveys either focus on the security and privacy of implantable medical devices or just authenticate the devices using specific models and case studies from an IoT perspective. Our suggested quantitative approach enables us to discover whether or not the medical domain is affected due to cybervulnerabilities. On the other hand, such vulnerabilities harm the data collection, patient's input data registration processes (e.g. hardware-based data collection and software-based data collection). For our practical sample selection, we chose two hospitals in Kazakhstan, which are almost connected with IoT devices and most of the data collection and registration processes in those hospitals are carried out using IoT.
As such practically a couple of hospital exploration helped in understanding the challenging insights of cybersecurity over the medical domain from a deeper and better perspective. Besides, the information was gathered from the books, research articles, and other published online materials to answer our review questions. The second objective is to merge viewpoints to create new classification/Taxonomy, theoretical model or framework rather than is merely description or overview of the chosen research area. As these developed new conceptual frameworks and theory can contribute to the cybersecurity domain focusing on the medical field.
Third, the survey addresses the development in several medical-enabled systems and current encountered attacks and their possible solutions.
IV. INFORMATION FLOW IN THE MEDICAL SECTOR
In recent years, cybersecurity threats have greatly increased within the medical domain. Major insurance organizations such as Premera Blue Cross, Anthem, and Excellus have observed that malicious hackers have tried to hack millions of patient records in their systems [12] . Despite numerous benefits to health care services, Sametinger et al. [13] pointed out that the availability of the Internet in medical devices allows hackers to obtain delicate patient information and infect Internet-enabled medical devices with malware, thus imperiling human lives. A model of the dataflow in the medical domain is depicted in Figure 1 . The information-sharing process is essential for the delivery of care, as the observations and actions of one healthcare provider often inform those of another. Therefore, the sensitive nature of medical information in the health domain means that the data must be secured. If data are destroyed or tampered with during information sharing, incorrect parameters may cause doctors to make incorrect decisions or perform inappropriate procedures. Therefore, it is important to analyze the dataflow in the medical field to determine cybersecurity vulnerabilities. To analyze the relationship between cybersecurity and personal health, this paper first analyzes how dataflow works in hospitals. The dataflow process model is composed of the following four phases:
Patient Registration:The doctor usually acts according to the patient's principal claim to perform a preliminary exam. All the information the doctor obtained is input into the computer. Data Collection: Patients undergo laboratory tests such as X-rays and blood tests, and hospitals acquire data from these medical tests. Data Storage: Doctors collect data from patients and input them into the specially devised database. Medical Data Application: Doctors read the information stored in the medical database and perform the appropriate procedure on the patient. During this process, the data goes through four steps, encountering various devices and networks; thus, each step has the possibility of being attacked by hackers. Collecting the data is of high prominence because input data registration experiences several types of vulnerabilities and attacks [14] . The patient's input data registration requires hardware-based data collection and softwarebased data collection. As the software-based data collection requires low cost and high flexibility.
On the other hand, hardware-based data collection is highly significant, but they are not flexible and have a high cost. The hardware-based devices experience more vulnerabilities particularly in the medical domain \as explained by Lin et al. [15] . These vulnerabilities need to be addressed prior to patient input data registration. However, this paper focused on data storage and data usage from a vulnerability and attack perspective, and input data registration will be addressed in the future.
V. VULNERABILITIES OF CYBERSECURITY IN MEDICAL DOMAIN
According to Figure 1 , the medical data flow through four steps, flowing from patient to practical usage, and each step requires cybersecurity [16] - [18] . The analysis of this article is divided into two parts: information storage and IoT connection. From the first step in the collection of data, the potential risk of being attacked exists in consumer products for external medical devices, wearable devices, and internally IoTenabled medical devices [19] . Such devices can sense the electrical, chemical, and thermal signals from the patient's body. As a result, these devices can directly sense and gather patient information through biomedical signals [20] . The process of signal transmission makes it relatively simple for data to be disrupted and stolen. Once the attacker hacks into the terminal device, the accuracy and reliability of data cannot be guaranteed. After data acquisition, the security of Internet access also needs to be emphasized. To realize the rapid transmission and sharing of different types of sensor signal information, the IoT has adopted a variety of network access technologies, such as mobile Internet and Wi-Fi.
The heterogeneity of the network access layer provides location management for terminals, which causes security problems, such as security authentication and access control, when communicating between networks. Due to the lack of a unified standard for cross-platform network security systems, the network is vulnerable to cross-heterogeneous network attacks [21] . Besides, the restrictions on access passwords for the database are not strictly for securing data.
The existing medical database system generally adopts user connection information and simple encryption to prevent illegal users from accessing database passwords. However, in C/S mode, the client still has a username and password to access the database, and these identifiers can be simply cracked or maliciously changed [22] . Hospital networks can be visited by individuals. Although the circulation and sharing of information are unimpeded for the user's convenience, a lack of authentication will lead to data risks. The classification of cybersecurity vulnerabilities in the medical domain is shown in Figure 2 . A. Information Storage: It causes the vulnerability in the medical domain when storing the data into database. As, information storage is principal component of fundamental distributed computation [126] . The information storage is quantified that can directly be used in the exploring the patient's information. However, information storage process is not fully safe due to storage of information on the cloud. As a result, patient's privacy and security are borderline. The hacker's easy access to IoT provides ample opportunity to crack the password and get access to medical information [127] .
On the other hand, the weaker authentication methods for medical devices particularly sensor nodes are paramount security concerns [128] . B. IoT Connection:IoT connection brings several troublesome for nature and humans, but this troublesome can be worse if the medical commotion is involved especially when medical staff is carrying out routine activities and tasks for the patients' operations and other recovery processes [129] . IoT connections could be affected due to carriers such as Wi-Fi, Bluetooth, cellular technology and the Internet [130] . Most hospitals have been moved from local data storage to cloud storage. Besides, these hospitals believe that doing experiments with IoT devices not only helps to diagnose the patients efficiently, but also gather the information through those connected devices accurately. However, these connections are barely secure and extremely vulnerable to several forms of attacks [131] . These attacks find the vulnerabilities in the embedded devices, health-monitoring consumption products, wearable external and internal medical devices. As such vulnerabilities lead to desecration of doctorpatient confidentiality and privacy [132] . Exchange of delicate and sensitive information is pretty common in the IoT networks, as information exchange should be based on stable connections, but practically it is not possible. As a result, data leakage and loss of such significant information occur.
VI. CYBER ATTACK FOR DATAFLOW IN THE MEDICAL FIELD
Based on the analysis of medical dataflow and the vulnerabilities of cybersecurity in the medical domain systems, this section focuses on four main attacks that impact people's health: information collection attacks, database attacks, website attacks and operation devices attacks (see Figure 3 ).
A. INFORMATION COLLECTION 1) INFORMATION COLLECTION ATTACK
In this increasingly digital society, medical treatment is also becoming digital. When a patient wants to know what is wrong with his/her health, he/she must first check-in at the hospital to register personal information and then undergo a series of physical examinations. Because of the digitization of the hospital, the system will inevitably be attacked maliciously. The information collection attack, which is depicted in Figure 4 , is a hybrid attack [118] - [120] that can be affected by two types of vulnerabilities: operating system vulnerability and OpenSSH vulnerability. There are other types of vulnerabilities, for example, eavesdropping an unencrypted communication, manipulating weak passwords, exploiting the OS of the hospital machines, but this survey only focuses on operating system vulnerability and OpenSSH vulnerability. The information collection attack affects medical devices, and Table 1 shows the attacks, vulnerabilities, effects, and solutions.
a: OPERATING SYSTEM VULNERABILITY
Attackers can perform malicious activities on equipment to gain complete control of the equipment. X-ray machines and [125] .
b: OpenSSH VULNERABILITY
The OpenSSH vulnerability is embedded in software applications' multitude and hardware devices. The OpenSSH vulnerability can affect an authentication process because the agent VOLUME 7, 2019 is running on the client-side system (i.e., computer associated with medical devices) [23] . Hence, the agent running on the client system is connected to blood pressure or X-ray machines. These machines require an authentication process to function and thus require authentication keys. The authentication protocols are vulnerable and could disclose the keys. As a result, the system could be disrupted, which can affect blood pressure monitors, X-ray machines and other equipment; thus, attackers can obtain patient information. We cannot know the exact consequences of attackers obtaining this type of patient information.
2) SOLUTIONS FOR INFORMATION COLLECTION ATTACKS
To safeguard OpenSSH server keys, Ylonen [30] proposed ensuring that the cryptographic key is presented a minimum number of times in the allocated memory. The SSH protocol is expected to handle the authentication process efficiently. OpenSSH vulnerabilities are famous for the Man-in-the-Middle (MITM) attack presented by Chakaravarthi et al. [31] .
Coonjah et al. [32] propose the solution to handle the information collection attack. In this approach, the end-to-end connection is established using a tunneling process based on an OpenSSH and OpenVPN cross-platform. The results demonstrate that OpenSSH utilizes a better link and provides improved transfer speed and time. It is concluded that OpenSSH is a cost-effective solution. For the problem of an MS17-010 security breach, Qi et al. [33] proposed a homologous analysis approach based on the API sequence of ransomware. The idea involves using Clustalw algorithms to identify unknown software. The experiments in the paper show that this method, when applied for detecting the homology effect, works well, and end-users can distinguish ransomware clearly. However, the problem with this method is that, when using a sequence alignment algorithm, considerable computation time is needed and there is high time complexity. When the medical system is attacked by WannaCry due to the Windows OS vulnerability, a novel method proposed by Guo and Cheng [34] based on API hooking can be used to decrypt and free the damaged data. Thus, when WannaCry infects the host computer through Windows OS, the prototype system records the key information and then decrypts the files. The result in the article shows that the system can decrypt encrypted files. However, the system affects the performance of the operating system and process, which could affect medical system performance.
Zheng et al. [35] proposed adopting usable security and a decoupled design to develop a sustainable security solution for implantable medical devices to avoid MS17-010 security update vulnerabilities. The advantage of this design is that three critical trade-offs are presented and analyzed in the security design. However, this design is limited by insufficient experiments, and it has not been applied to real applications.
For OpenSSH vulnerabilities, Alsaadi et al. [36] introduced a penetration testing approach to protect the OpenSSH on Raspberry Pi 2. There are particular restrictions that require additional investigation. First, additional work is required to handle the production environment attack. Second, methods of handling the MITM attack on Raspberry Pi with RaspbianJessie using the pixel OS and NOOBS OS and NOOBS OS need to be investigated. A method of identifying and ranking optimal judgement was introduced by Qian & Bridges [37] . In the proposed method, features of malware are automatically extracted from the host logs. The study further demonstrates that the recognition information can be extracted effectively by this method. Future research will be considered in conjunction with other tests. However, this contribution has not led to functioning implementations that accelerate the manual analysis of a log and malware evaluation and provide precise pattern generation from host logs and dynamic analysis tools. Table 2 shows the possible solutions for information collection attacks. 
B. DATABASE 1) DATABASE ATTACKS
In a digital society, information resource utilization and effective management are prerequisites for decision management and scientific research. In the medical area, databases are used to store electronic medical record information, medical equipment information, relative website data, etc. An attack on a database in the medical area will cause doctors to be unable to retrieve patient information, which may delay treatment.
This survey focuses on five major attacks that greatly affect the database functionality in the medical domain, which include: password intrusion [24] , elevation of privilege [25] , vulnerability intrusion [26] , SQL injection [27] and backup theft, as depicted in Figure 5 . The principles of the five main approaches are shown in Table 3 :
2) SOLUTION FOR DATABASE ATTACKS
The biggest risk for password security is that the passwords chosen by users are easily guessed. As a result, [38] suggests that the most effective way to improve password security is to develop postfix and prefix password checkers. For the postfix checker, the system would run its password decode program at regular intervals to identify and cancel passwords that are easily guessed and then inform the users. The prefix checker is a system program used to reject an inappropriate password after checking whether the user's choice of password is proper. However, these programs cost considerable resources and remain vulnerable for a long time, and a better-distributed intrusion detection system (IDS) is still needed.
Gould et al. [39] presented a Java Database Connectivity (JDBC) checker tool that checks the queries in Structured Query Language (SQL) statements that are dynamically generated in Java. This approach can detect vulnerabilities of SQL injection that are based on logical errors; however, it does not match the query because it examines only the syntax of the incorrect SQL statement. An SQL injection attack is a leading class of severe web application attack that can be grammatically correct, and it cannot return a database error.
Gould et al. [39] introduced a kernel intrusion detection vulnerability scanner that comprehensively evaluates a database kernel. The proposed approach detects the intrusion behaviors of attackers on time. Therefore, it proficiently prevents database intrusions that cause data outflow and malevolent tampering and improves database system security. Xun et al. [40] describe that the vulnerability scanner, which ensures database maintenance and automatic backup to a great extent, and it has a powerful network information audit function that monitors, records, and reproduces a comprehensive audit of the operation of network usage. However, the support capabilities of multiservice distributed database vulnerability scanners still need to be improved.
Based on SQL injection attacks injecting strings that are interpreted differently in different databases, Zhang et al. [41] proposes an effective solution for TransSQL. TransSQL automatically translates requirements such as SQL requests to a Lightweight Directory Access Protocol (LDAP). After querying the SQL database execution and LDAP, TransSQL examines the differences between the LDAP and SQL database to detect and prevent the response of the SQL injection attack. The experimental results demonstrate that TransSQL is a good solution to the SQL injection attack.
Ramesh et al. [42] suggested an approach for checking the value of each field input by examining the SQL injection syntax parsing the SQL injection attack. If effectively analyzed, then SQL injection was probably deliberate. If not, then the access was considered to be authentic and can be coordinated with the database. The authors documented an algorithm that is easy to comprehend and does not require any amendment of the source code. The approach used in this article prevents most kinds of SQL injections and helps safeguard websites from external attacks. However, the complexity of the algorithm is relatively high and thus it is time consuming to identify attacks.
A novel approach was proposed by Temeiza et al. [43] . Based on the hash function using the syntax-awareness and SHA-1 algorithm, a new practice for averting SQL injection in entrenched SQL queries is produced and syntax-awareness is applied to protect the stored processes from SQL injection to address several kinds of SQL injections. The approach was able to prevent SQL injection attacks in 209 attack experiments with 100% success. However, it is still in the experimental phase and needs to be enhanced.
Ping et al. [44] presented a prototype based on randomized instruction to prevent SQL injection attacks. SQL keywords are generated to add a random integer, and then random SQL statements are sent to the database proxy. The proxy passes the syntax and averts SQL injection attacks. Finally, the database agent sends random standard SQL statements to the database. Experimental results demonstrate that the proposed approach can effectively avert SQL injection attacks, and the processing cost is low. The protection system has a good impact and shows practical value for defending against SQL injection attacks. Nevertheless, the random secret key is defined by users and is easily forgotten or lost.
Wang et al. [45] proposed an intrusion-tolerant passworddriven authentication method for multiple servers to share password verification data and never reconstruct them on user authentication. Conceding up to (t−1), these servers do not permit a hacker to launch the offline dictionary attack. However, the system can still work despite the failure of some servers. The experimental results demonstrate that the proposed approach attains high-level security performance at a reasonable expense. However, it cannot prevent all online dictionary attacks and other attacks on passwords.
Desai and Gaikwad [46] implemented a hybrid intrusion detection structure for the identification of both external attacks and SQL injection on passwords. A signaturematching algorithm has also been introduced to detect internal attacks. Furthermore, a fuzzy genetic algorithm is used for external attack detection. This hybrid system is well-matched for offline and online environments. Experimental results prove that this method has better accuracy than some other systems. Furthermore, to enhance the system, the hybrid algorithm needs to be able to identify intrusions in a single system.
Mishra et al. [47] proposed an approach for the secure cloud environment by integrating efficient intrusion detection methods by focusing on two major problems in IDS: detection speed and an efficient detection mechanism. The approach aims to create parallelization and machine learning features with support of IDS to address security factors and provide security frameworks to validate how these methods can be used in the cloud computing environment. An initial analysis was conducted for the given approach, and the results were encouraging. However, this technique is at its starting point, and it is not entirely effective.
Appiah et al. [48] proposed a signature-based detection framework for SQL injection attack. In this proposed framework, pattern matching and the fingerprint method are integrated to differentiate valid SQL queries from malevolent queries. Furthermore, the proposed framework monitors SQL queries and compares them against a signature dataset of SQL injection attacks. The experimental results prove that the proposed approach is better for all sorts of SQLIA detection tasks, achieving lower false-positive rates. However, due to the difficulty identifying unknown attacks using detection systems, this system still needs to solve the issues of an anomaly-based system.
Ping [49] proposed an approach for second-order SQL injection detection attack based on instruction set randomization (ISR). Reliable SQL keywords, which are confined in the web applications, are randomized to create a new SQL ISR, and a proxy is added to detect whether the conventional SQL instruction consists of SQL keywords to identify the behavior of the attack. The results of experiments demonstrate that the system effectively detects SQL injection attacks. Meanwhile, it has a low processing cost. However, the system still needs to be improved in terms of resource consumption. Table 4 shows possible solutions for database attacks.
C. WEBSITE 1) WEBSITE ATTACKS
Doctors log onto a website that is connected to the hospital database to obtain access to patient information and give prescriptions. Then, patients take medicine. If the website is attacked, doctors may obtain incorrect information sent by malicious attackers instead of the correct patient information. In another case, the website may crash, and the treatment will be delayed if the website is not accessible. There are several attacks on the websites e.g. injection, sensitive data exposure, broken authentication, broken access Control, XML externalentities, security misconfiguration insecure deserialization, insufficient logging & monitoring, components with Known attack, etc. As, most of these attacks are inherited from the two main attacks: cross-site request forgery (CSRF) and cross-site scripting (XSS). The main principles for those both attacks are shown in Table 5 . 
2) SOLUTIONS FOR WEBSITE ATTACKS IN THE MEDICAL DOMAIN
Several state-of-the-art solutions are provided to handle website attacks in the medical domain presented in Table 6 . Shar and Tan [50] developed a tool called safer XSS to detect and prevent server-side and client-side XSS attacks in real time. It uses five specific experiments to ensure the tool's effectiveness for detecting and addressing XSS attacks in real time. However, it cannot detect and prevent Document Object Model-based XSS, and it analyzes the server side. In addition, the tool targets only Java-based web applications.
Van Gundy and Chen [51] developed a web application framework to automatically use Noncespaces managed through a PHP template engine for static content. The article explains how to prevent the misuse of XSS vulnerabilities and helps clients distinguish between legitimate content formed by untrusted content and illegitimate web applications created by attackers. However, the framework does not have a selfprotective architecture for JavaScript code when downloading content from remotely available websites.
Shahriar and Zulkernine [52] developed a prototype to automatically add boundaries and produce policies for Java Server Page (JSP) programs. The article evaluates the method with four JSP programs, and the approach can detect XSS attacks without amending client-driven entities. However, the proposed approach consumes considerable time in the policy examinations, and thus the attack detection capability is low.
A novel server-side approach was introduced for XSS attack detection by Barhoom and Kohail [53] . The proposed approach uses Extensible Markup Language (XML) schema definition (XSD) and XML to enforce persuasion. The proposed solution detects injected malicious JavaScript code that breaks the rules of an input schema. However, many requirements are needed from the server side, which reduces open network performance.
Parameshwaran et al. [54] introduced the DEXTERJS testing platform for the detection and validation of DOMbased XSS web vulnerabilities. DEXTERJS can identify vulnerabilities in an information web page. It identifies zeroday DOM XSS activities in its benchmark and tests them in the real world. However, the proposed approach cannot determine the client side's original functionality, which may contain malicious code.
Cross-Site Request Forgery (CSRF) vulnerabilities and protection mechanisms were introduced by Kombade and Meshram [55] . The approach compares several protection mechanisms to analyze the protection mechanism. This review helps create a strong and vigorous CSRF protection mechanism. However, it does not apply specific experiments to verify the effectiveness of defensive approaches. Therefore, full protection is not available for CSRF, and these approaches should be improved. Malicious websites force the browser of the user to direct unauthorized requests to legitimate sites due to the HTTP protocol's stateless nature. Therefore, [56] shows some technology that can detect CSRF in some web applications. It proposes an approach in which users can install a simple extension to obtain notifications about probable CSRF vulnerabilities. However, the extension does not have a method for defending against CSRF because it only notifies users of the existence of CSRF. Scripting language (mostly JavaScript) applications are widely used to enhance user experience, but they make XSS a serious problem. Xu et al. [57] proposed an XSS defensive schema on behavior certification that actively fortifies the user against XSS attacks. In addition, it can support different technologies on the website such as PHP and ASP. However, its capability is limited because it is based on the expected behavior of the website or browser and produces false negative alerts.
Gupta and Gupta [58] proposed context-sensitive purification based on an XSS protection structure in the cloud computing environment. This method can be used to detect every possible web application so that it can accelerate the use of purifiers on the illegitimated variables on web applications. The method, which has been tested in the real world, has a high degree of true positives and a low degree of false negatives. It is limited in that the method does not provide support to the web application's online social network (OSN). To prevent the virtual machine from XSS attack in the cloud environment, Gupta and Gupta [59] proposed an improved XSS protection procedure for cloud platforms. The approach does not need the web application's browser source code and does not modify the web browser. Additionally, it has a low false-positive rate and false negative rate. However, it does not support the OSN.
Batarfi et al. [60] introduced an approach for preventing and detecting the reflected CSRF.
The approach further demonstrates that the solution is effective for attack prevention. The approach can prevent invalid sessions and end them quickly. However, the method can detect only the reflected CSRF, and it does not protect a login CSRF attack. Yao et al. [61] introduced the across heterogeneous authentication model and designed the authentication process details in different circumstances.
D. OPERATION DEVICES 1) OPERATION DEVICE ATTACKS
The development of technology will inevitably lead to more accurate treatment, i.e., the patient's treatment will depend more on the medical equipment. Additionally, because most equipment is connected to the Internet, doctors can monitor patients promptly. Accordingly, it is unavoidable that these operation devices will be attacked through the Internet, which threatens the safety of patients. For example, the American Hospital Association (AHA) found that interrupted communication between pacemakers could be fatal [29] . The vulnerability of the Dropbear SSH server and the remote code execution and DOS are reasons for the operation device attacks depicted in Figure 6 . 
a: DROPBEAR SSH SERVER
The Dropbear SSH server is the most common vulnerability that contributes to operation device attacks. Sensitive information can be leaked so that attackers can activate malevolent code on the database, which will harm people. For example, AF24 is a radio that communicates with medical equipment that can be easily attacked such as pacemakers. Heart pacemakers are essential for people who have suffered heart attacks. If pacemakers are maliciously operated by attackers, the patients are likely to die.
b: DoS AND REMOTE CODE EXECUTION
Second, the vulnerability of DoS and remote code execution can allow attackers to change information in the system, such as the medication dosages of patients. For example, there is a security vulnerability that hackers can use to send false messages to users of insulin pumps, which may cause people with diabetes to inject a potentially fatal dose of insulin. Table 7 shows main attack approaches and their principles. 
2) SOLUTIONS FOR OPERATION DEVICE ATTACKS
Operation devices are greatly affected due to DoS attacks and Dropbear SSH server vulnerabilities shown in Table 8 . Schuster and Holz [62] defined backdoors in software systems. To reduce this kind of security problem, approaches are proposed to eliminate backdoors. Among them, Dropbear SSH is analyzed. Through the experiment, it is determined that deciders and handlers in the SSH server can be identified.
Alberca [63] analyzed software that can be seen as an external attacker; Dropbear SSH is one such software. The attacks are divided into three types. The first one denies the server by running a DoS, the second one causes a timing error that prevents user commands from running, and the third, when run on concurrency channels, can be used to execute remote code that contributes to the attack.
Li and Ma [64] suggested that DoS attacks can damage the 4-way handshake method and proposed a solution that can defend against DoS attacks. An encryption algorithm is used to change the 4-way handshake method and minimize the standard requirements. The proposed improvements are much better than the existing solutions in terms of compatibility and efficiency. Toyoda et al. [65] found that a DoS attack occurs if the correspondent node must verify all binding update requests. A solution is proposed that results in two challenges in a transaction to reduce the effect. The two challenges eliminate the malicious node; however, the second challenge is harder than the first challenge. Through these challenges, the impersonation probability is decreased. Moreover, excluding the malicious nodes efficiently decreases the risk of DoS attack. Aiello et al. [66] proposed an algorithm that can categorize traffic to detect DoS attacks. It should find the equation that describes the parameters of network traffic, and then it can solve the problem of detecting malicious attacks.
Agarwal et al. [67] introduced an intrusion detection system based on machine learning (ML) to detect a DoS attack using a Wi-Fi network. This paper proposed many ML algorithms for detection. Additionally, machine learning based on IDS does not need protocol modifications and has high precision and recall. To improve the firewall, which is included in the Windows OS to avoid DoS attacks, Naik et al. [68] proposed an intelligent Windows fuzzy firewall called FR-Win Firewall. The design, implementation and testing are successful because of fuzzy reasoning components that are related to DoS attacks. The firewall with fuzzy intelligence is a good choice for avoiding the control of DoS attacks.
Li et al. [69] addressed a DoS attack based on SINR by designing a Markov game framework to solve the Bellman equations. A modified Nash Q-learning (MNQ) algorithm is used to obtain the solutions. However, while this method can solve the problem, there is still a long way to go to ensure the security of wireless networks. Aleroud and Alsmadi [70] proposed a technology that can control a DoS attack by using software-defined networking (SDN). SDN takes advantage of the similarities in the context of prevailing attack patterns to detect DoS attacks in OpenFlow infrastructures. The paper's solution can avoid attacks on SDN; however, it may introduce new attacks such as DOS attacks. Thilak and Amuthan [71] introduced a solution that can prevent a DoS attack under the VANET environment. Additionally, it summarizes the advantages and disadvantages of methods for preventing DoS attacks. Among these methods, although it can ensure the safety of delivering messages, the processor in OBU is over headed. The complete detail of vulnerabilities and their effects that lead to different types of attacks and possible solutions are shown in Table 16 . The possible solutions also are evaluated based on several features such as attack reduction, high ransomware detection, low test error, reasonable expense and stability improvement. Furthermore, the limitation of those solutions for each attack are shown in Table 17 .
VII. MEDICAL ARCHITECTURES OF CYBERSECURITY A. INTELLIGENT MEDICAL SYSTEM
This system involves medical information and the knowledgebased and hybrid components depicted in Figure 7 . The system is discussed from an IoT perspective.
The construction of an Intelligent Medical System (IMS) architecture with support of ML is designed in Figure 8 . This architecture can help with medical activities and consists of following components. 
Natural Language Processing (NLP):
It is a subfield of several domains such as computer science, linguistics, artificial intelligence and information engineering. It provides the interactions between human and computers particularly how to write the codes for the computers to analyze and process large amounts of data. It sends data as input to clinical remarks for human language component. Similarly, it receives data from AI and forwards to storage repository. Clinical Remarks in Human Language: It describes and analyzes the data based on received information from NLP. Subsequently it generates the remarks for prescription to next component. Clinical Commotion, Diagnosis, Treatment, screening etc.:Based on the received remarks, prescription for the patient is suggested and data is sent and stored to genetic image eligible provider.
Machine Learning: It provides the capability to automatically get the electronic health data and infers the results from the data and forwards for different actions (e.g., clinical tumult, diagnosis, treatment, screening etc.). Electronic Health Data: This data can be used as input raw data and forwarded for action to be performed by machine learning. Genetic Image Eligible Provider Data: This kind of data is returned to the physician, doctor and clinical staff who have capability to take clinical decision based on the genetic findings. The IMS IoT framework presented by Hu [72] provides services to the public for storing and sharing data, and it has the ability to analyze data for deep understanding. Meanwhile, to address the barrier between doctors and patients, the cooperation between hospitals and the match of patients and equipment, IMSs must improve the ability of remote information interaction using advanced information technology. Hybrid and knowledge-based components help improve the efficiency of the system, while medical components perform the task intelligently. Zang and Yu [73] define the process of International Automotive Task Force (IATF), including the construction of an information security system and its software and hardware components. At the same time, the Defense-in-Depth approach provides multilevel and deep security processes to protect user information and the information system. IATF gives a detailed description of the technical measures for its safety requirements and the corresponding control selection. The objective of these four focal areas-enclave boundaries, the local computing environment, supporting infrastructures and network infrastructures-is to empower individuals to comprehend different characteristics of network security, to systematically evaluate the security information system needs and to consider proper security protection mechanisms. However, this kind of architecture also has weaknesses. It reveals a shortage of connections, which means that IATF focuses on reducing the complexity of technology but ignores the connection between users and systems.
Under the M2M architecture, Sang [74] divided the ''things'' of the Internet into three parts: a perceptual layer, a transportation layer and an application layer. Then, two architectures are combined to include the intelligent perceptual layer, the transportation layer, the data integration layer, the cloud computing layer and the application layer. M2M provides sufficient data assurance and convenient service; however, there are no standard connection equipment platforms for all users in different areas due to the immaturity of the technology.
Xu [75] introduced the National Health Information Framework (NHIF) architecture at the country level to collect, store and release health information. This architecture benefits users by simplifying and systemizing complex information and optimizing the management and operating system to improve information quality and use efficiency. However, the connection between various departments and areas is too hard to control and manage. Pi and Huang [76] proposed processing information in a Hadoop cluster that implements a cloud computing function and storing the analysis results in the database. The relevant medical staff can access the patient's information at any time and place and adjust and update the patient's medical plan.
Patients can also log into the system to access their health status information. Hadoop builds a remote but convenient network between hospitals and patients. However, due to the specific authority in different departments, doctors cannot obtain immediate and comprehensive information when an emergency occurs. The possible proposed solutions for intelligent medical system are shown in Table 9 . 
B. COMPREHENSIVE INFORMATION SYSTEM
In hospitals, the process of addressing the patients' problems is related to the lives of the patients, especially when emergencies arise. Wang and Zhang [77] analyze a convenient and open online environment that is the foundation of the construction of hospitals. To ensure the smooth operation of hospitals and the following dynamic improvements in medical information, hospitals can take the responsibility to guarantee the protection of patient information and the transmission of big data.
For the policy, protection, detection and response (PPDR) architecture, Saurabh et al. [78] described the combination of protection, detection, reaction and restoration. This architecture views the protection of information security as the basis, which is also regarded as the process of the activity. After an invasion, the system takes corresponding methods to restore the system to its normal state, which is easy and convenient for providing a comprehensive information guarantee. However, it cannot be applied in every system. Through the rational choice of emergency response measures explained in Saurabh et al. [78] , the maximum benefits can be obtained at a minimal cost, thus reducing or even eliminating the negative effects of adverse events, which is helpful for achieving the network security objectives of the information organization. However, the cost and the final benefits are hard to predict.
Ali et al. [79] introduced the network firewall architecture, which has an independent management port, a separate business port, a security isolation visual system and accurate location recognition. However, this architecture cannot address unknown problems or eliminate the origin of threats. Wang and Zha [81] designed a system that uses STM32 as the control core to collect a remote patient's ECG and blood oxygen; the collected data are sent to a mobile Android terminal and a PC via the ZigBee wireless module for dynamic display, and the doctor determines a scientific diagnosis according to the display chart and the data. The most fundamental advantage is that ZigBee is used to send information to the primary computer and mobile terminal so that the corresponding indicators of the patient can be monitored in real time; however, it cannot assure information security during transmission. Table 10 shows the possible solutions for the comprehensive information system. 
C. HOSPITAL INFORMATION SYSTEM
The focus of a healthcare information system (HIS) in terms of security protection is the control of access, encryption, and authentication. The main task of access control, which is explained in Zhang et al. [82] is to ensure that network resources are not illegally used and illegally occupied. The basic idea of encryption technology is to ensure the security and reliability of the network by encrypting network data. The hospital authentication system can authenticate the username, password, login terminal and login time of the operator. Through the intranet management software, hospitals can realize the use of terminals, reduce the hidden dangers of human errors, and prevent these errors from occurring in a timely manner.
The architecture of PPDR was divided by Han and Wu [83] into four relatively simple parts: policy, protection, detection and response introduced. The main methods are closing the connection port, interrupting the connection and interrupting the service. Studying a variety of intrusion response techniques is one direction of future development. The main benefits of PPDR are to broaden the range of protection and reduce the detection and response time. However, inner changes, such as changes in employers and member quality, are ignored.
In the Web-EMR architecture, the information security platform is the fundamental solution for protecting the safety of Web-EMR sources, which consist of the public security supporting platform and the application security supporting platform. Under this architecture, the system, as described in Zhou [84] , can connect every part of the departments and provide remote communication between various hospitals. However, the rates and content of transmission cannot be assured. The main job of disaster recovery architecture is to minimize the cost of cybersecurity disasters; Xu [85] divided the disaster recovery system into two parts, i.e., data protection and application protection, which are helpful for identifying disasters in a timely manner and beginning data migration. However, it is relatively difficult to keep the system operating continuously. Once one part breaks, the system cannot deliver the data immediately. Table 11 shows the possible solutions for the hospital information system. [86] introduced HL7, which defines the standard format for medical data exchange, the time for data exchange, and the handling of erroneous events. The purpose is to develop standards for various medical information systems such as clinical, insurance, management, administration and inspection systems and to reduce medical care. The cost of health information system interconnection increases the degree of information sharing between systems. However, the requirements of HL7 on the equipment of hospitals are so strict that they prevent some developing countries from progressing.
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D. NONINVASIVE ECG SENSORS
Electrocardiography is an objective indicator of the occurrence, spread and recovery of heart excitement. The relationships between ECG waveforms and the myocardial action potentials and patterns of action potentials traced by single cardiomyocytes are significantly different from the electrocardiogram of each cardiac cycle because the cardiomyocyte action potential is the change of the membrane potential of a single cell and the electrocardiogram is the instantaneous change of the potential of the functional syncytium composed of many cardiomyocytes, which changes with the propagation and recovery process of the heart, which is the function of the syncytium. Not only is the action potentially different from that of a single cardiomyocyte but the waveforms of multiple leads are also different. For the cyber-physical med-ical systems mentioned by Hu [72] , the rapid development of embedded computing and sensing technology has led to the emergence of intelligent biomedical devices, such as automatic infusion pumps, implantable imaging systems and noninvasive ECG sensors. These architectures are usually implanted in the human body and interact through induction and drive. These network-physical health systems are increasingly being used for critical tasks such as postoperative care, drug delivery and chemotherapy.
The analog front-end mentioned by Banerjee et al. [87] has a large impact on system performance. The enhanced architecture described below uses high-precision, high-speed analog-to-digital converters (ADCs) to provide high fidelity over a wide frequency range. Rather than using capacitive coupling, the AEF is driven by a digital-to-analog converter (DAC), allowing the AFE to recover quickly from defibrillation or RF interference. The digitized pacing signal allows for the analysis of pacing data, reducing false pacing indications and detecting defects in pacemakers or connected parts. However, we must also consider that the enhancement system requires expensive components and consumes considerable power. In contrast, the simplified AFE is inexpensive, the battery life is long, and the other characteristics are very small. These devices can be used immediately during a heart attack, releasing a high-energy electrical pulse to the chest, pacing the heart and returning it to a normal heart rate. If the wrong timing is used, then the pulse shock can be lifethreatening. Therefore, the ECG must be able to prevent this accident. The automated external defibrillator mentioned by Barbosa et al. generally has only one lead and its electrodes are used to both release high-voltage pulses and to collect ECG signals.
The winding nanotechnology mentioned by Lin and Huang [88] , used to make multifunction devices, can be directly integrated into existing fluid structures. The efficiency of the wound magnetic sensor is augmented for high sensitivity to weaken the magnetic fields. The winding tube is effectively applied as a fluid channel, and an embedded magnetic sensor device provides the significant function for detecting and responding to the magnetic field.
The deep sensor architecture mentioned by Mönch et al. [90] enables collection of the most relevant data in an environment, i.e., behavioral data about every user, process, and network connection across the infrastructure. The sensor's unique technology runs continuously in the user space, making it impossible to crash the system while providing full visibility to all activities at the kernel level. The highly reliable sensor sends data to the behavioral intelligence engine-even when off-network and offline. Table 10 shows the possible solutions for the Noninvasive ECG sensors.
E. IMPLANTABLE IMAGING SYSTEM
The implantable imaging system involves the technology and procedure of acquiring core tissue images of the human body in a noninvasive way for medical research. Mönch et al. [90] examined two relatively autonomous systems: medical image processing and the medical imaging system. Medical image processing refers to the image formation process, including the study of imaging equipment, imaging mechanisms, and imaging system investigation; the medical image system refers to the supplementary image processes that have already been obtained, and the goal is to make images that are not sufficiently clear. Refurbishment either highlights the specific image information features or classifies the pattern of the image. As a key task, cyber-physical medical systems should be verified before deployment [93] to meet the safety requirements of dangerous operations. Yansheng et al. [92] introduced a model-based engineering approach to analyze CPMS security. However, the close interaction between CPMS and the human body is specified by propagation delay, nonlinearity, nontrivial interaction, and spatiotemporal effects, which aggravates the complexity of the model and analysis.
The community gold standard framework enables organizations to respond to a variety of challenges in Dongbo et al. [94] . The framework cannot provide the single method, such as prescribing a prescription, for selecting and implementing security measures. Instead, it logically understands the system, its management capabilities and the protection and detection capabilities of the organization's security through collaborative work. In a picture archiving and communication system [95] , high-performance server, network and storage devices constitute a hardware support platform, and a large-scale relational database is used as a storage and management tool for data and images. The core of the collection, transmission, storage, and diagnosis of medical images is image acquisition, transmission, and storage management. The integrated application system that integrates image diagnosis queries and report management, comprehensive information management, etc., is the main component that stores the various medical images generated daily by the hospital imaging department. When authorized, it can be used quickly and add auxiliary diagnostic management functions, as discussed by Dai et al. [94] . Table 13 shows the possible solutions for the implantable image system.
F. PERSONAL ELECTRONIC MEDICAL SYSTEM
Wenfeng and Fengmin [96] introduced the architecture and technology of personal electronic health care systems based on a WCDMA network, mobile terminal and wireless sensor system. It divides the system into four parts: the wireless health care sensor system (WHSS), the mobile terminal network, the mobile communication network and HIS.
The 3G cellular network is discussed in Mei and Nature [97] . The proposed approach focuses on code division multiple access (CDMA) multiplexing methods. The three best characteristics of the WCDMA are as follows. First, it supports multiplexed modes including FDD and TDD; thus, it has good compatibility and interoperability with GSM networks. Second, it supports high-speed transmission so that it can support multimedia business. In addition, WCDMA uses an adaptive antenna and small area technology, which greatly improves the capacity of the system. A wireless healthcare sensor system (WHSS) is a wireless sensor system integrated with the Application of Search Engine introduced by Zhirong [98] that spans the entire body and includes various medical sensors, wireless self-organizing networks and SINK nodes. Because the wireless medical sensor devices in the software system are structured based on the memory, CPU capacity, power and other limitations, it must use a dedicated OS, protocol stack and related MESH routing protocols. Therefore, the compatibility is not good, and the cost is high.
Yan [99] introduced a health information system that is a typical enterprise information system. It provides a medical information system with a send and receive agent, it is responsible for processing all kinds of packets, and it has a mobile terminal data processing program for communication to ensure the compatibility and scalability of the system structure. For better compatibility, we can perform further processing on the software architecture: the session bean, entity bean and message-driven beans on the application server interoperability effectively reduce the complexity of the system platform and maintenance costs. Wenhua and Pengpeng [101] introduced an N-tier architecture that adopts a multilayer architecture design and different security strategies for different levels to ensure the multilevel security of the system. Regarding security, this system has taken strict measures in architecture, hardware construction and software design, management, training and other aspects to fully guarantee the system in terms of data storage, access, high-security network transmission, etc. To prevent inevitable threats, it also considers countermeasures in terms of the safety log and safety emergency plan to ensure that the problems can be solved in a timely manner. Table 14 shows the possible solutions for the personal electronic health medical system. 
G. E-HEALTH ARCHIVES
The building of the public health system is most significant for the national medical improvement. With computerenabled technology, the regional collaborative medical e-health system has been developed that provides the collection of medical documents. The proposed E-health archives are shown in Table 15 . Wenhua and Pengpeng [101] established an electronic health records system that helps people discover threats to their health and understand their condition. It can decrease the cost of medical care, increase the efficiency and quality of medical services, improve the supply situation of medical sanitation service, and promote the integrated development of medical treatment and public sanitation services.
Chin [102] introduced the idea that an SOA architecture can strengthen the drawbacks of the present system, such as time-lapse information distribution and weak privacy protection. The SOA framework is a service-oriented architecture type of component model. It is based on the object-oriented model. One typical instance of it is common object request broker architecture (CORBA), which can gather all the different parts of the application program through the interfaces and contracts between them. These parts are called 'services', and they can be independent of OS, hardware device, and programming language. This definition of the interface is called 'loose coupling'. Loose coupling has two main characteristics: flexibility and security.
Electronic Health Archive (EHA) is a structure for electronic health records described by chin [102] . Through the unified authentication and authorization of the regional platform with the registration service, the subscriber can complete the sharing and business collaboration of the medical and health machine construction information system. It is an interconnected network of health and health services that uses unified standards to effectively integrate medical and health business application systems.
Wenying et al. [104] introduced enterprise service bus (ESB), which is the infrastructure for enterprise-level SOA. Through security, stable messaging, message routing, protocol and data format conversion, it provides a simple, efficient and secure middleware platform for regional collaborative medical services. Its event-driven, highly decentralized and centrally managed features make the regional collaborative medical information platform highly reusable and flexible.
IHE architecture aims to promote the sharing of medical information and to optimize the medical process by defining DICOM, HL7 or other implementation methods of existing standards discussed by Wenying et al. [104] . The revs.5 version of the Integration Healthcare Enterprise (IHE) technical framework defines 13 integration models, and each model can allow users to accurately describe the support for IHE without involving roles and transaction details, rather than simply declaring that they are compatible with IHE.
International Classification of Functioning (ICF) is the identification and measurement standard for function and disability, and it is a tool for quantifying the function discussed by Xudong [105] . It provides one or more defined qualifiers that can, for example, indicate the degree of health or the severity of the problem. Therefore, it can ensure the safety of the information, but the efficiency of data transmission still needs to be improved. Evaluation of the cyber security medical systems, and architectures is shown in Table 18 . This evaluation is made based on state-of-the-art characteristics such as large scale, information confidentiality, low cost, system generality and transmission efficiency.
VIII. DISCUSSION AND RECOMMENDATION
Cybersecurity can be influenced by information collection attacks, database attacks, website attacks, and operation device attacks. Furthermore, cybersecurity can be used by hackers for nefarious purposes such as forgery, data modification, data breach, etc. [135] . Consequently, patient' privacy is greatly deteriorated, which negatively affect the treatment and medication processes and can hurt the patient's health. An information collection attack is influenced by the MS17-010 security update and OpenSSH vulnerabilities. The MS17-010 security update is the most common vulnerability that allows attackers to take complete control of the equipment. Several methods were identified as addressing this vulnerability [136] . First, the API sequence of ransomware can be used. Second, an alternative solution can be developed to use the decoupled design and usable security. This method can reduce attacks and has a high ransomware detection capability. However, it still has some drawbacks due to inheriting the poor system performance. The second vulnerability, OpenSSH, can allow attackers to completely gain the access to the patients' body. To solve this problem, the cryptographic key is suggested to reduce the attack success rate. Additionally, the RSA algorithm can also be used [137] . However, there is still a long way to go to reduce the need for resources and improve the data transfer rate. For a healthcare system, the website is important because it is widely used in different areas, and both people and doctors benefit from it. The safety of a website is of vital importance when the patient's information is transmitted on the Internet or transmitted between hospitals. Thus, it is useful to address website attacks. However, medical-driven websites can also easily be attacked. Most of the solutions to website attacks have been identified and can detect correlated attack types promptly. The website attacks are mainly cases of session hijacking. The two main attacks (CSRF and XSS) harm the performance of the websites. To solve the problem of XSS attacks, most mentioned solutions can detect potential attacks and reduce the possibility of being attacked. Some of the proposed solutions use mathematical methods to improve efficiency. Meanwhile, several solutions consume high amounts of system resources, and their performance is low. Also, most of the solutions to XSS attacks are applied to script languages or programming languages; thus, their applicability is not highly acceptable in medical domain. Besides, several solutions have been proposed for CSRF attack, as some of them have limitations and just solve one kind of attack so that it cannot be applied to all cases. As a result, the system remains in danger because it is likely to be attacked by another factor. On the other hand, some of the approaches can cause high resource consumption so that the system's performance is compromised and efficiency is degraded.
The database is used to store all medical information for both patients and hospitals. Making the most of databases in the medical area is of vital importance because it can help ensure that medical treatment is scientific and systematic. Regarding database attacks, there are three main potential attacking threats: password intrusion, vulnerability intrusion, and SQL injection. Among these threats, the most common and dangerous one is SQL injection. Discoveries are required to make databases much safer. It is suggested that people should not rely on existing outcomes and solutions. Operation device attacks are mainly caused by the Dropbear SSH server and DoS. The Dropbear SSH server is the most common vulnerability among them. Attackers execute malicious code to change the message in the operation device to cause harm to a patient's body.
In future research directions, the potential and viable solutions to CSRF attacks should be considered to secure the operation devices. As just awareness of this attack is not enough for people to prevent the medical system from being attacked. Furthermore, the solutions should be focused on improving the performance efficiency because most examinations and operations can highly be depreciated. The DoS, backdoor and ransomware attacks negatively impact the partially or entirely data input and data generation processes. As, existing solutions were proposed for achieving different goals, which cannot be compatible with the medical domain. Thus, there is dire need to introduce novel detection methods to address and eliminate backdoors, DoS and ransomware attacks. The ransomware attack is highly dangerous, as existing ransomware approaches have poor system performance, which may influence the result. The attackers can change the dosage of a patient's medicine using DoS and remote code execution, which may take the life of the patient. It has been observed that most of the architectures perform better in terms of transmission efficiency and information confidentiality. However, not all architectures lead to low costs. Therefore, the future direction for development is to build architectures that should be less expensive. By lowering cost, future health frameworks can benefit patients and other medical staff by providing less expensive services. To meet the medical demands efficiently, CCS, HIS, and AFE frameworks should be deployed that has edge over other frameworks proved by analyzing various frameworks. However, these frameworks are not perfect solutions, but still, considerable research is required. Future research should also focus on people's awareness of preventing the database from being attacked so that attacks can be discouraged at inception.
IX. CONCLUSION
This paper surveys the vulnerabilities, attacks, solutions, and architectures of cybersecurity from a medical domain perspective. It provides an extensive overview of dataflow in the medical field, offers comprehensive data about potential cyber-attacks and presents medical cybersecurity architectures that can be used to support medical industries for safety enhancement.
The paper introduces four attacks that are easily implemented and influences people's health: (i) information collection attacks, (ii) database attacks, (iii) website attacks and (iv) operation device attacks. In particular, to solve these problems, this paper collects and analyzes several articles, summarizes the solutions of different attacks and lists both advantages and disadvantages. For example, mathematical methods can solve XSS attacks, which reduces the possibility of attack; however, the resolution consumes many system resources and has poor performance. This survey also explores some of the cybersecurity architectures used in the medical domain: IMSs, comprehensive information systems, hospital information systems, noninvasive ECG sensors, implantable imaging systems, personal electronic health medical systems, and E-health archives. This paper classifies and studies the architectures of different applications. It also analyzes the benefits and deficiencies in terms of several factors, i.e., large scale, information confidentiality, low cost, system generality, and transmission efficiency, to perform a deep analysis of different security architectures and recommend the best architecture. At the same time, it summarizes all the medical systems and provides personal but comprehensive thoughts regarding the combination of present medical systems and advanced technologies. In this article, the best architectures for CCS, HIS, and AFE are presented, and they show better performance in all aspects. However, we cannot deny that other architectures have advantages. In the future, better ways to modify these weaknesses will be identified to prevent attacks and protect human health. Moreover, as the frameworks are not inexpensive, future research should explore the topic of cost reduction. Currently, due to a lack of knowledge and some unknown points, the paper includes some drawbacks and will require additional research; the gradual increased knowledge and advanced technology can be combined to provide convenient services to the public, especially in the healthcare field. New attacks and challenges may arise over time, and other innovations may be applied in different areas. This paper focuses on architectures and corresponding systems that can improve the inner quality of service and data transmission speed.
APPENDIX
See Tables 16-18. 
